
Is your advisor doing enough 
to protect your confidentiality? 

DATA breaches appear to have been increasingly 

prevalent in recent months, and well-known mul-

tinational companies are coming under intense 

scrutiny on the way they collect, use and safeguard cus-

tomers’ personal data. Consider the following organisa-

tions that have found themselves in the news:

* An estimated 87 million Facebook users’ data were 

allegedly mined illegally and acquired by analytics firm 

Cambridge Analytica;

* Up to 380,000 Singapore Uber users were affected 

in the massive data breach that took place in 2016; and

* Underwriting letters meant for three Aviva Singa-

pore clients were mistakenly sent out by post to another 

client in one case; in another, one policyholder’s insur-

ance documents were sent to a wrong person.

Protecting confidential information is critical for any 

business, and particularly so in the investment in-

dustry. For investment professionals, knowing your cli-

ent and surveying the client’s personal financial inform-

ation is standard practice. It is a necessary prerequisite 

to establishing an investment policy statement and mak-

ing investment recommendations that meet the client’s 

financial situation, risk tolerance and objectives.

Of course, this exercise could reveal potentially sens-

itive or embarrassing issues from the past – everything 

from unfortunate business decisions to bankruptcy fil-

ings.

Clients have an unequivocal right to privacy, as well 

as a right to have their personal information kept in the 

strictest confidence and not forwarded or revealed to a 

third party. This right starts from the time of initial con-

tact (prospect-member relationship) and covers the 

time the prospect formally becomes a client (cli-

ent-member relationship). 

Investment-management companies need to take 
customer confidentiality seriously and understand how 
data-protection laws apply to their daily business opera-
tions. 

This would include proactively identifying and tack-
ling risks in their business processes and those of their 
outsourced third-party vendors. Companies with a lack-
adaisical culture risk serious and lasting reputational 
damage to themselves that may result in direct loss of 
current customers and lack of trust among prospects. 

In Singapore, all companies handling customer in-
formation have to comply with the Personal Data Protec-
tion Act (PDPA), a data-protection law that comprises 
various rules governing the collection, use, disclosure 
and care of personal data. Organisations violating the 
provisions of the Act, in force since July 2014, can be 
fined up to S$1 million. The PDPA runs in parallel with 
information protection laws in specific financial indus-
tries (such as banking secrecy and confidentiality in 
trust companies).

Case study: Data leak due to hacking
Today’s case concerns customer confidentiality and is 
adapted from a real incident and subsequent enforce-
ment action by the US Securities and Exchange Commis-
sion in 2016. 

Ms Lee is responsible for compliance at GWH, a large 
brokerage and investment advisory company. In con-
nection with GWH’s wealth management business, the 
company maintains the personally identifiable informa-
tion (names, addresses, phone numbers, account num-
bers, balances, and holdings) of hundreds of clients. She 
adopted a number of policies and restrictions, including 
a Code of Conduct, that address employees’ access to 
and handling of this confidential information. 

Mr Tay, who works for GWH as a client-service associ-

ate, downloads client data to his personal server located 
at his home to facilitate his telecommuting. Mr Tay’s 
server is hacked and portions of the personal client in-
formation he downloaded are posted for sale on the In-
ternet. Are either Mr Tay or Ms Lee’s conduct appropri-
ate with respect to customer confidentiality? 

The options are:
✑ Both Ms Lee’s and Mr Tay’s conduct is inappropri-

ate.
✑ Only Ms Lee’s conduct is inappropriate.
✑ Only Mr Tay’s conduct is inappropriate.
✑ Both Ms Lee’s and Mr Tay’s conduct is appropriate.

Analysis 
The CFA Institute Professional Standard requires that 
CFA Institute members and candidates keep informa-
tion about current, former and prospective clients con-
fidential unless the information concerns illegal activit-
ies, disclosure is required by law or if the client permits 
disclosure.

Although the Standard does not require investment 
professionals to become experts in information security 
technology, they must make reasonable efforts to en-
sure that communication methods and compliance pro-
cedures follow practices designed to prevent accidental 
distribution of confidential information. 

In this case, the facts presented do not provide 
enough information to determine whether Mr Tay or Ms 
Lee acted inappropriately to allow confidential GWH cli-
ent information to end up for sale on the Internet.

As you think about your answer choice, there are two 
main questions that need to be addressed. The first is-
sue is whether Mr Tay had permission to download cli-
ent data to his personal server. If he did not, his misap-
propriation of client information for his own purposes 
constitutes a violation of the Standard. 

Even if he was not responsible for the distribution of 
the information, his misconduct facilitated the publica-
tion of the information. If he had permission from GWH 
to download and use the information from home, the 
second issue is whether Ms Lee adopted sufficient com-
pliance policies and procedures reasonably designed to 
protect client information.

As the compliance officer, she is charged with ensur-
ing the confidentiality of customer information by pro-
tecting against any anticipated threats or hazards to the 
security or integrity of the records. Ms Lee and GWH 
must work to protect against unauthorised access or 
use of client information that could result in substantial 
harm to clients. 

Although the facts state that GWH policies and Code 
of Conduct restricted access and handling of client in-
formation, the nature and extent of those safeguards 
are not provided. The fact that client information was 
able to be accessed and published calls into question 
the effectiveness of Ms Lee’s compliance efforts. 

Even if the policies were sufficient, there appears to 
have been insufficient auditing and/or testing of the ef-
fectiveness of the safeguards to keep client information 
confidential.

✑ The writers are CFA charterholders who volunteer
with the Singapore society on advocacy issues with 
a view towards promoting financial literacy among 
retail investors and improving overall standards and 
integrity in the industry. 

This column has been adapted from content by the CFA 

Institute and is printed here with permission from the CFA 

Institute.
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