
Oh no! Accidental Facebook post!

ONE of the most powerful tools for marketing 

and advertising today is undoubtedly social 

media, with its wider reach and real-time in-

teraction. But it is a double-edged sword that can 

also amplify and accelerate potential risks. 

Consider this: when message boards – one of the 

earliest types of online forums – first appeared on 

the Internet, an erroneous post typically took weeks 

or months to reach a limited number of readers. 

Today, the same post can easily start trending or 

turn viral within hours or even minutes, through 

re-tweeting of tweets and sharing of Facebook 

posts.

In August 2018, an Indian national working at 

DBS Bank sparked a public outcry after posting an 

animated graphic on Facebook. The graphic showed 

a T-shirt emblazoned with the Singapore flag, being 

ripped apart by a pair of hands to reveal an Indian 

flag underneath. Many netizens who saw the post 

by the man, who was also a Singapore permanent 

resident, felt it was offensive and disrespectful to 

Singapore, and took to DBS Bank’s Facebook page to 

vent their outrage. The graphic was later taken 

down.

Under the Singapore Arms and Flag and National 

Anthem Act, it is an offence to treat the national flag 

with disrespect. An individual found guilty of doing 

so could be fined up to S$1,000.

Days after the controversial incident, the bank 

announced in a Facebook post that a disciplinary 

committee had been convened and the man in the 

eye of the firestorm was no longer with the bank. 

As we can see from the above, social media has 

dramatically changed the way in which reputational 

damage is inflicted on an individual, in terms of the 

speed and scale with which it escalates. The same 

can happen to organisations.

Mention cybersecurity today and what leaps to 

the minds of most people is shielding corporate net-

works from hackers or managing a Bring Your Own 

Device (BYOD) policy.

But a large area of cyber risk, in fact, stems from 

the use of social media. The dangers from social me-

dia can be found in virtually every aspect of an or-

ganisation’s operations whether or not the organisa-

tion has a corporate Twitter account or Facebook 

page.

Managed badly, social media can cause tremend-

ous damage – breach of confidentiality, conflicts of 

interest, misuse of company resources, to name a 

few of the more obvious ones – which is why a good 

understanding of social media risk is a very import-

ant aspect in cybersecurity. 

Organisations should consider how employees 

use social media for their personal, non-company 

use, and how they and their employees use social 

media to achieve their business objectives. 

Enthusiastic and engaged employees who are 

connected to the corporate brand may be inclined 

to use their personal social media accounts to 

spread word about the great things the company is 

doing. Done inappropriately, there’s a real risk of 

them inadvertently disclosing material non-public 

information, risking legal and regulatory implica-

tions.

Monitoring what people are saying about the 

company on social media is a key aspect of social 

media management. If you are not listening then 

you don’t know what to respond to. There are many 

social media listening or buzz monitoring tools 

available, some of them free or inexpensive. 

Employees also need to have the knowledge and 

judgment to escalate content appropriately to other 

departments, like human resource, sales or legal 

and compliance. This way, any social media faux 

pas that has the potential to get out of hand can be 

quickly nipped in the bud.

Practise, practise, practise 
Can an honest mistake actually end up being an eth-

ical or professional conduct violation? Read today’s 

case and test your ethical decision-making capabil-

ity. The facts in the case are not based on any partic-

ular case. 

Case
Gabriel Yeo, CFA, is the chief financial officer of Link-

Tech Corporation, a leading semiconductor manu-

facturer in Singapore. For the past few months, Gab-

riel has led the LinkTech team in talks to buy a ma-

jority  stake  in  Excel  Corporation,  a  smaller,  

privately owned semiconductor company that has a 

patented technology that could potentially cut the 

chip manufacturing costs of LinkTech by almost 40 

per cent. 

After intense negotiations, LinkTech is able to 
close the deal with Excel late on a Friday night. Gab-
riel wants to share the good news with his wife, so 
he takes out his phone and types: “Finally! LinkTech 
has acquired a majority stake in Excel. The deal is 
sealed!” 

But instead of sending the message to his wife, 
he accidentally posts it on his personal Facebook 
page. The next morning (a Saturday), he wakes up 
and discovers the blunder. 

Did Gabriel violate any part of the CFA Institute 
Code of Ethics or Standards of Professional Con-
duct?
A: No, this was an honest mistake.
B: Yes, but Gabriel does not need to do anything to 
rectify the matter because the posting was uninten-
tional.
C: Yes, Gabriel should immediately disclose his ac-
tions to LinkTech and Excel.
D: Yes, Gabriel should post the merger information 
on the company website and make a public an-
nouncement about the transaction.

Analysis
This case involves the standard relating to loyalty to 
employer, which states that CFA Institute members 
must not “divulge confidential information or other-
wise cause harm to their employer”. 

Even though his action was unintentional, Gab-
riel violated his duty of loyalty to his employer be-
cause he disclosed confidential information about 
LinkTech outside the company. The honest mistake 
does not exonerate him from violation. 

Gabriel is also in danger of violating the standard 
relating to material nonpublic Information, which 
states that CFA Institute members must “not act or 
cause others to act” on material nonpublic informa-
tion. 

Gabriel inadvertently leaked material nonpublic 
information to the select group of people who are 
his friends on Facebook. 

But there is no indication from the facts given 
that any of Gabriel’s Facebook friends who received 
the merger information tried to take advantage of 
that information. 

Gabriel should take steps to attempt to rectify 
his mistake. Although he should notify LinkTech 
and Excel of his error, that does not go far enough. 
The most appropriate course of action is for Gabriel 
to publicly disseminate the news of the merger as 
quickly as possible so that the information is avail-
able to all investors.

Answer D is the best choice.

✑ The writers are CFA charterholders who 

volunteer with the Singapore society on 
advocacy issues with a view towards 
promoting financial literacy among retail 
investors and improving overall standards
and integrity in the industry.

This column has been adapted from content 

by CFA Institute and is printed here with 

permission from CFA Institute
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